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Abstract
Airport security screening is a complex and invasive service provided to passengers which
has undergone extensive changes since the terrorist attack in the USA on September 11,
2001. Passengers play an important role within the system and their experience in literature
has been described through justice theories and perception. The screening process involves
interactions between security personnel, passengers and screening technology and the
highest level of security can only be ensured with full cooperation and participation. Issues
involving passenger satisfaction of a service under legally imposed constraints and security
screening, with aims of minimum processing time and efficient use of resources in which the
passenger is a component of a system, were found to be addressed separately. Redesigns
of the checkpoint were examined and analysed based on literature and a summary of the
passenger’s experience. Further research could address issues which arise where
passenger, security staff and screening technology intersect, remembering that consistency
between experiences in important and that waiting time is not the only factor to consider in
regards to passenger’s experience.
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1.0 Airport security screening
Airport security is described as a context of a facilitating service under legally imposed
constraints (Sindhav et al., 2006). It involves interactions between security staff, passengers
and technology and the highest level of security can only be ensured with full cooperation
and participation (Hasisi, 2011). Changes to the security screening procedure since the
terrorist attack in the USA on September 11, 2001, to more complex and invasive processes
evidently effects the passengers’ airport experience.

1.1 Security screening background
Today’s security checkpoint was developed in the 1970’s and is a forty year old concept that
was designed to catch hijackers carrying metal weapons (IATA, 2011b). The terrorist attack
on the World Trade Centre in New York on September 11, 2001, revealed flaws in security
screening and was the catalyst for the many extensive changes to the system in order to
prevent a similar incident occurring again. A major change was the formation of the
Transportation Security Administration (TSA) two months after the attack. The organisation
assumes responsibility for security at U.S. airports and other transportation systems (such
as rail, transit, highways) and employs a risk-based strategy to strengthen the security levels
allowing the movement of people and commerce. Through its people, processes and
technologies all commercial airline passengers and baggage are screened for the safety of
the travelling public (TSA, 2012d).
On an international scale, The International Air Transport Association (IATA) is a trade body
which represents, leads and serves the airline industry. IATA provides a large network of
industry suppliers and service providers to supply an expertise of industry solutions and
information for consumers, airlines and governments (IATA, 2012a). IATA spends $7.4
billion per year to improve the level of security and to keep aviation secure. The existing
model consists of one screening procedure laid on top of another in response to threats and
has not resulted in higher detection levels of threatening objects. Some elements are seen
as redundant. For passengers this has created inconvenient long lines and IATA expresses
the need to rationalize this into a single coherent process (IATA, 2012e) for passengers to
move through with dignity in a civilised manner (IATA, 2011a). Many travellers view security
as one of the biggest travel hassle and complaints are made to the TSA about security
courtesy, procedures, processing time and personal property (McCartney, 2007). Traveller
numbers are expected to reach 3.5 billion by 2015, up from 700 million at the end of 2011
and in order for the system to improve changes are required (IATA, 2011b).
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1.2 Passenger experience and satisfaction
A passenger’s level of satisfaction with security screening procedures is dynamic and
evolves as their tastes and expectations adjust over time. Expectations of security screening
vary between different consumer groups because of variations in past flying experiences
such as frequency and purpose of travel (Gkritza et al., 2006) and socio-demographics
(Hasisi, 2011). This becomes the criteria satisfaction is measured from and should be an
important consideration in the design and implementation of screening procedures. It will
affect the success of screening procedures and the passenger’s overall security experience
(Gkritza, et al., 2006). Literature aims to understand how the passengers’ perceptions and
evaluations of security screening affect their satisfaction with the overall service.
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2.0 Passengers as important players in the screening process
Within literature, a passenger’s evaluation of their experience has been explained through
justice theories. Passengers interact with security staff and screening technology. These
three areas intersect and aspects which affect the passenger’s experience exist within these

Figure 1. Airport security screening

relationships (see figure 1).
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2.1 Procedural justice
Sindhav et al (2006) synthesises studies by Thibaut & Walker (1975), Gronroos (1978) and
Lind & Tyler (1988) to define procedural justice in the context of airport security as:
‘Procedural justice involves process control (ability to have a say in the procedures),
decision control (the ability to influence the outcome), is crucial to service contexts as
customers evaluate both outcomes and process … customers use it to assess whether the
authorities hold them in high esteem … value them as customers and value their willingness
to take on the costs required in the context. … In airport security passengers have almost no
voice in the procedures, low level of process control and no influence over security
decisions, low decision control.’
(Sindhav, et al., p326, 2006)
As procedural justice is the evaluation that the systematic process is fair, it has the strongest
relationship with overall satisfaction (Sindhav, et al., 2006). Since passengers have almost
no influence over the security screening process it is important that the procedures are
conducted in a manner that leads passengers to believe that the process is necessary for
their safety. Strong procedural justice implies ongoing fair treatment for passengers through
security which is important for the airport and airlines seeking continuing relationships with
travellers (Sindhav, et al., 2006). This indicates the importance of a passenger’s fairness
perception to create positive relationships.

2.2 Perceived fairness
Passengers build perceptions of how much safer changes in the screening process will
make their flight in regards to how fair and relevant the changes are to their experience. If
passengers believe the security screening procedures and staff behaviour are fair and
unbiased, that new processes justified the increased inconvenience by improving their flight
safety they are more likely to express high levels of satisfaction (Sindhav, et al., 2006).
Fairness perceptions are influenced by the purpose and frequency of travel. Demirer et al
(2009) found that passengers travelling for tourism purposes expressed the highest fairness
perceptions. Passengers travelling for health purposes, however, expressed lower fairness
perceptions and it was concluded that health travellers need to be treated with more care. A
relationship was found in that the higher the frequency of travel, the lower the satisfaction
level as more flight experience appears to result in more expectation (Demirer et al., 2009).
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Business travellers, may be accustomed to special lines for elite-level frequent fliers and first
class customers to avoid delays for a more efficient process through the airport (McCartney,
2007). This occurs more during other process through the terminal though changes are
being made to incorporate segregating passengers based on personal characteristics within
security screening (McCartney, 2012).

2.3 Distributive justice
Relating more to an immediate evaluation, distributive justice also has a positive influence
on overall satisfaction levels. If passengers perceive their inputs were worth the resultant
output then distributive justice was present. In the airport context it relates to the perception
of the time and costs lost while moving through security screening justified as a necessity for
their flight safety. It is only relevant to the current exchange, as opposed to a summary of
every security experience. This is not an aspect passengers are able to easily judge and
instead make heuristic judgements from the context and interactions with security personnel.
If passengers are not satisfied with their immediate experience, it becomes more important
that security screening is perceived as fair across all experiences on the long-term. This
indicates that procedural justice has more value towards a positive experience when
distributive justice is not present (Sindhav, et al., 2006). For this to occur positively, it
depends on not necessarily having the most positive experience possible during each
screening, but instead a more consistent experience.

2.4 Perceived consistency
How consistent passengers believe their past experiences through security were, in
comparison to their next experience, will affect their satisfaction level with the process
(Gkritza, et al., 2006). Passengers who feel satisfied with the majority of security screening
experiences are more likely to report that screening procedures are consistent among
airports (Sindhav, et al., 2006).
Waiting time required by passengers while moving through screening procedures is a
significant determinant of overall satisfaction and has a negative effect on their experience
(Gkritza, et al., 2006). A survey conducted in June, 2001, revealed that significant majorities
of frequent business and leisure travellers in the USA would pay an annual fee and provide
personal information through background checks to avoid some invasive security checks for
more predictable wait times as U.S. airports (PR Newswire New York, 2011). The
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inconvenience which passengers feel from the time it takes to move through security
screening is not necessarily solved by reducing the process time to a minimum. If the
probability of the passengers’ perceived consistency of screening procedures is high then
they believe the time spent waiting or moving through the process was necessary (Gkritza,
et al., 2006). Passengers who believe they are of a low-risk nature to the safety of the flight
wish to be treated so. By justifying the lower level of security screening by the provision of
private information to a trusted organisation their desire of a quicker and more positive
screening experience may be achievable, though consistencies between each experience at
different airports need to be considered.
An aspect which can cause inconsistencies in travel experiences is that screening
procedures can differ nationally and internationally creating diverse experiences between
airports. These procedural variations are caused by differences in national laws, deliberate
efforts to be unpredictable, countries and airports exceeding the minimum security screening
standards and the varying sophistication of screening equipment implemented. Variations
between standards set by the USA and the European Union have been criticized (Michaels
& Johnson, 2010). Most of the recent developments in aviation security have been driven by
the USA. This has caused duplications when travelling between Europe and the USA. Some
passengers have been required to pass through a security check when departing and pass
through a second while in transit to another destination. Better collaboration between the
European Union and the USA should help reduce these duplications (Clark & Lemer, 2010).
This randomness could lead passengers to questions their perceived consistency in regards
to the relevance and appropriateness of the security checks and affect their attitude towards
following procedures.

2.5 Perceived risk
During security screening passengers are exposed to a process in which they make
judgements about the level of intelligence and technology that is being implemented to lower
the risk of danger on their flight. From studies by Bauer (1967), Stone and Gronhaug (1993)
define risk as ‘a subjective expectation of loss; the more certain one is of this loin, the
greater the risk perceived by the individual,’ (p 42). Risk is involved in choice situations with
the focus mostly on negative outcomes though the desired outcome is for positive
satisfaction with the purchase or experience. It is multidimensional and perceived risk varies
across people as a consumers’ subjective interpretation of that risk relates to past
experiences (Stone & Gronhaug, 1993). When choosing to travel by air passengers are
exposed to physical risk. The decline in passenger numbers after the September 11 terrorist
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attacks in the USA in 2001 indicates that risk perceptions do influence passengers’ choice to
travel (Ringle et al., 2011). The public has been assured that frequent and sudden changes
to the stringent pre-flight security checks are aimed to keep terrorists from exploiting gaps
and opportunities to smuggle illegal and destructive devices on board an aircraft (Sydney
Morning Herald, 2009). The high intensity of security checks and regular changes indicate to
passengers that a high risk is involved.

2.6 Perceived safety
On the positive side, passengers will also build a perception of their flight safety. It is difficult
for passengers to make accurate judgements of safety levels and instead resort to
alternative measures of safety such as the intensity of security screening (Ringle, et al.,
2011). The TSA have what they refer to as many layers of security through the entire airport
in the U.S. Although security is mostly associated with screening checkpoints these points
constitute only one security layer, which is visible to passengers, of the many in place to
protect aviation. These layers are both visible and invisible to the public and each alone is
capable of stopping a terrorist attack. Combined, their security value is multiplied creating a
much stronger formidable system that is not visible for the public to make an accurate
judgement of how safe their flight will be. Other layers include intelligence gathering and
analysis, random canine team searched and federal air marshals (TSA, 2012c).
The belief that maximum intelligence and the latest technology are being implemented in the
screening process is needed to view it as effective and necessary (Sydney Morning Herald,
2009). A higher perceived safety will affect the passengers’ overall satisfaction in a positive
way (Ringle, et al., 2011). This varies depending on the purpose of travel. Business
travellers are likely to have no other option than to fly, more flying experience, be better
acquainted with the routine of flying and therefore can be expected to assess the low
probability of an accident more accurately. Their satisfaction levels are not likely to be
effected by their perceived safety. Leisure travellers are likely to have less experience and
more choice in their travel options and judgements of their perceived safety will more directly
affect their overall satisfaction (Ringle, et al., 2011).
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2.7 Passenger responsibility
There is one aspect that passengers do have control over outside of the checkpoint which
can affect their experience. Responsibility in the particular items and amount of items and
baggage to bring on their trip can contribute the time taken to complete the screening
process. Some airport officials have expressed the importance to keep updated with and
respecting the rules and regulations of items allowed within airports and declaring the
presence of items passengers are uncertain about. Passengers need to ensure the contents
of their luggage are suitable for the aircraft which will help speed up the process as travellers
who violate the restrictions can contribute to delays (US Fed News Service, 2011). Frequent
fliers have objected to passengers delaying security screening lines by carrying excessive
amounts of carry-on baggage (Halsey, 2011). Passengers will decide what items are
included in their carry-on baggage before entering the security checkpoint, mostly before
arriving at the airport.
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- Pages 13-25 of this report have been removed -

6.0 Passenger’s experience diagram
By placing the focus on the passenger, the following diagram illustrates the process a
passenger will go through within the screening checkpoint, afterwards and onto their next
experience (see figure 2). Aspects which will affect their overall experience and at which

Figure 2. Passenger’s experience diagram

point are noted.
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The process begins with and centres on the passenger and their experience of moving
through security screening. When the passenger arrives at the screening checkpoint they
have their visible behaviour and external appearance, and hidden object/s on themselves or
in their carry-on baggage. This is what the security staff see or are able to scan with the
available screening technology. The staff are present within the checkpoint and enforce laws
by directing passengers to follow the procedures correctly. Screening technology chosen to
scan the passengers and their carry-on baggage will affect procedures such as the removal
of clothing and items from bags. Results from this scan may then lead to further searches by
staff.
The checkpoint is made up of multiple components which affect how the passengers move
through and experience security. Positioning of components within the checkpoint, such as
scanners, queues and staff contribute to the layout of the area affecting the movement
through the checkpoint. There may be other items within the context such as information
boards. Other passengers, their actions and if any segregation of passengers into groups
(such as risk levels through background information or profiling) occurs will constantly exist
and be around them. This also includes passengers travelling in groups, such as families.
The time it takes to move through the checkpoint is an aspect that most passengers seem
constantly aware of. All of the above are contributors to how efficient the checkpoint is as a
system and how efficiently the resources have been used. This will affect the accuracy of
risk detection and the overall level of security.
After a passenger moves through the security checkpoint, they will make a judgement of
their satisfaction level with their experience. This will be an evaluation of the level of justice
they received from the staff and procedures and how safe, risky, fair and consistent the
process was. The degree of invasion of their privacy will affect this judgement. With this
evaluation and away from the checkpoint, most likely after their air travel experience is over,
passengers now have control over their choices in regards to future flying preferences. This
is positioned furthest from the checkpoint experience as within the checkpoint passengers
have almost no control over their choices. If they choose not to follow security procedures,
they will not be allowed to fly. If their experience was unpleasant they may choose to make a
complaint to the organisation responsible, such as the TSA. Choices about their next flight
destination and airport may change. If programs are available for frequent or safe flyers
(such as Pre Check) with the intention to provide a more comfortable screening process,
passengers may choose to sign up to these. Each passenger becomes different from
another by combining their past travel experience with their individual characteristics (such
as ethnicity, socio-demographics and occupation) and the purpose of their next travel. This
can affect aspects such as what the passenger chooses to pack into their carry-on luggage
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or changes to their behaviour and appearance. The cycle continues. Concepts to introduce
changes to security screening exist and two of these have been evaluated in reference to
the above diagram.
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7.0 Conclusion
Security screening is a complex service provided for passengers under severe constraints
and laws. Literature looks into aspects which affect the passenger’s experience and the
effectiveness and efficiency of the screening system. Passengers need to feel safe, that the
procedures are fair, that they receive respect from staff to ensure a positive experience.
Aspects which could improve security screening as a service and system have been
identified though conflicts between the passengers, staff and screening technology have
been revealed. Further research could look into where these aspects intersect.
The relationship between staff and passengers is delicate and necessary though the
importance of this can differ between different cultures. The amount of resources put behind
this in training and the amount of staff situated at the checkpoint required to increase the
positivity of the experience seems extensive but necessary. This is shown within the IDEO
checkpoint evolution though is absent in the information available with the CoF.
Improvements in screening technology have increased the strength of security though it
does not replace human judgement by security staff. Future considerations of technology
development could involve interfaces in which the process of visually searching or involving
background information, then physically searching or interrogating passengers to combine
strengths of both methods for increased security.
The relationship between passengers and technology is very systematic. Literature covers
screening in regards to efficiency and security levels. Passengers will judge how safe their
flight will be by what they see within the checkpoint and the technology is a part of that.
Others, such as the physical layout and behaviour of the staff also contribute. Most current
checkpoints have the screener and technology present in the same area, the checkpoint
evolution has a separation of the screener viewing images and the passenger being
screened although scanners are very visible, while the CoF has staff and technology very
hidden. An aspect which is not covered is how the process of moving through screening and
the physical structure show passengers how safe their flight will be. More specifically, what
aspects of the screening technologies need to be present to show passengers and help
them understand their privacy is respected, there are limited health hazards and this
equipment will ensure a high probability of flight safety.
Consistency between experiences would perhaps be the most difficult perception to achieve
positively. Issues have emerged when considering different cultures and international
airports, available technology, past passenger experiences and personal characteristics.
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Consistency is important for passengers to feel procedural justice is present. Randomising
security was suggested to increase safety levels, which could be consistent if all experiences
were random.
There are positives to gain from separating passengers by particular characteristics such as
purpose of travel and past travel experience. This goes for both efficiency of the system and
quality of experience though it brings up possible holes in security. Sensitive issues also
exist with how this is accomplished in relation to being directed by a machine or person.
Future developments of the screening system include separation of passengers by risk level,
such as in the CoF, while in literature satisfaction with the experience has been found to
have connections with purpose of travel. It is important, though, to consider the affect this
will have on the balance of body and information privacy and the passenger’s safety and
fairness perceptions. An aspect which has not been considered is identifying and separating
passengers into groups, such as families or terrorists working together.
Waiting time is seen as the most important issue when making improvements to the
checkpoint. It is an aspect that needs to be reduced, most likely through technology,
procedures and how prepared passengers are for screening. IDEO and IATA have
addressed this aspect in different ways. The checkpoint evolution provides passengers with
distractions such as signage and music. The CoF aims to prevent the passenger for
standing for longer than a few seconds as they move through. No waiting time does not
necessarily mean a high quality of service and literature about services indicates that time is
not the sole factor to be considered. Understanding this along with the complexities of the
security screening process as a service could lead to overall a more positive air travel
experience.
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